_ UBND TINH TUYEN QUANG CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap - Tw do - Hanh phiic

S6: 33 [STTTT-CNTT Tuyén Quang, ngay 19 thang 01 nam 2021
Vé viéc canh béo 16 hong bao mat
trén san pham FortiWeb

Kinh gui:
- Van phong Hoi déng nhan dan tinh;
- Van phong Uy ban nhan dan tinh;
- Céc s0, ban, nganh;
- Uy ban nhan dan cac huyén, thanh phé;
- Trung tam Cdng nghé thong tin va Truyén théng,
S¢ Thong tin va Truyén thong.

Thuc hién Vin ban sb 18/CATTT-NCSC ngay 11/01/2021 cta Cuc An toan
thong tin vé viéc canh bao 16 hong bao mat trén san pham FortiWeb; S& Thong tin
va Truyen thong cung cip thong tin va dua ra cac giai phap phong, tranh viéc khai
thac 16 hong bao mat trén san pham FortiWeb, cu thé nhu sau:

I. Théng tin vé 15 hong bao mat trén san pham FortiWeb

FortiWeb la giai phap bao mat chuyén dung toan dién cho h¢ tpéng Ung dung
web, thuong st dung trong cac h¢ thong thong tin cua cac co quan t6 chirc dé giam
sat mang, h¢ thong va co s¢ ha tang cong ngh¢ thong tin. Theo danh gia so b, 16
héng nay c6 thé anh hudng den nhiéu co quan, t6 chitc & Viét Nam, dic biét 1a co
quan chinh phu, ngan hang, t6 chtre tai chinh, tap doan, doanh nghi¢p va cac cong
ty 1on, do cac don vi nay déu trién khai m6 hinh mang c6 st dung FortiWeb d¢€ thuén
tién cho viéc quan 1y va bao mat ATTT cho hé thong.

Cuc An toan thong tin ghi nhan 04 15 hong bao mat (CVE-2020-29015, CVE-
2020-29016, CVE-2020-29018, CVE-2020-29019) trén san pham FortiWeb (thong
tin chi tiét vé 16 hong co6 tai phu luc kém theo).

Il. Cac giii phap phong, tranh

Nhim dam bao an toan thong tin cho hé thdng thong tin cua quy don vi, gop
phan bao dam an toan cho khong gian mang Viét Nam, S6 Thong tin va Truyen
thong dé nghi cac so, ban, nganh, Uy ban nhan dan cac huyén, thanh phd trién khai
thue hién cac giai phap sau:

1. Ra soat xac minh hé théng web c6 sir dung FortiWeb dé phat hién va xu ly
kip thoi cac 16 hong bao mat, dac biét 1a cac 16 hong c6 tai phu luc kem theo.

2. Cép nhat ban va hoac khic phuc 16 hong bao mat dong thoi thudng xuyén
thyc hién kiém tra danh gia, bao dam an toan thong tin.



3. Tang cudng theo dbi giam sat hé théng dong thoi thuong xuyén theo ddi
kénh canh bdo ctia cac co quan chirc nang va cac to chirc 16n vé an toan d€ phat hién
kip thoi cac nguy co tan cong mang.

Trong truong hop can thiét co thé lién hé dau mbi hd trg cua Cuc An toan
thong tin: Trung tdm Giam sat an toan khong gian mang quoc gia, dién thoai:
02432091616, thu dién tir: ais@mic.gov.vn.

Tran trong./.
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PHU LUC

THONG TIN VE LO HONG BAO MAT TREN SAN PHAM FORTIWEB
(Kem theo Cong van so 33 /STTTT-CNTT ngay 19 /01/2021

ciia 8¢ Théng tin va Truyén théng)

STT

CVE

Mo ta

2020-29015

- Muc d6: trung binh (CVSS: 6.4)

- L) hong ton tai trong giao dién nguoi dung cua FortiWeb,
cho phép d6i twong tan cong chén va thuc thi ma tir xa, tan
cong SQL injection. Khai thac 16 hong bao mat nay cho
phép déivtu:qng tan chg doc, x0a, stra doi dir li€u, chiém
quyén ki€m soat hé thong irng dung muc tiéu.

- Anh huong: FortiWeb phién ban <6.3.7 va <6.2.3

- Giai phap: nang cip lén phién ban >6.3.8 va >6.2.4

- Truy cap tai: https://support.fortinet.com/

2020-29019

- Mtic d6: trung binh (CVSS:6.4)

- L3 hong trong FortiWeb cho phép ddi twong tan cong chén
va thuc thi ma tir xa, lam tran bo dém.

- Anh hudng: phién ban <6.4.7 va <6.2.3
- Giai phap: nang cip Ién phién ban > 6.3.8 va >6.2.4
- Truy cap tai: https://support.fortinet.com/

2020-29018

- Mtrc do: trung binh (CVSS: 5.3)

- L& hong cho phép ddi tuong tan cong chén va thue thi ma
tuy y, danh cap thong tin dir liéu nhay cam.

- Anh hudng: phién ban < 6.3.5
- Giai phap: nang cip lén phién ban > 6.3.6
- Truy cap tai: https://support.fortinet.com/

2020-29016

- Muc do: trung binh (CVSS: 6.4)

- Lb hong cho phép ddi tuong tan cong chén va thyc thi ma
tay y, lam tran bo dém.

- Truy cap tai: https://support.fortinet.com/
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