_ UBND TINH TUYEN QUANG CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap - Tw do - Hanh phiic

S6: 470 ISTTTT-CNTT Tuyén Quang, ngay 14 thang 6 nam 2021
Vé viéc canh béo 156 hong bao mat
trén san pham vCenter Server

Kinh gui:
- Van phong Hoi déng nhan dan tinh;
- Van phong Uy ban nhan dan tinh;
- Céc s0, ban, nganh;
- Uy ban nhan dan cac huyén, thanh phé;
- Trung tam Cdng nghé thong tin va Truyén théng,
S¢ Thong tin va Truyén thong.

Cén clr Van ban s6 143/BCY-CNTTGSM ngay 03/6/2021 cua Ban Co yéu
Chinh phu vé viéc canh bdo 16 hong bao mat nghiém trong trén san pham vCenter
Server;

Thuce hién Vin ban sé 1822/UBND-THCB ngay 09/6/2021 ctia Uy ban nhan
dan tinh Tuyén Quang Vé viéc thuc hién Vin ban sé 143/BCY- CNTTGSM ngay
03/6/2021 ctia Ban Co yéu Chinh phii; S& Thong tin va Truyen thong cung cap thong
tin va dua ra cac giai phap phong, tranh viéc khai thac 16 hong bao mat trén san pham
vCenter Server, cy thé nhu sau:

I. Théng tin vé 18 hong bao mat trén san pham vCenter Server

Theo khuyén cdo bao mat VMS A 2021-0010 caa Cong ty Vmware vao ngay
25/5/2021, trong d6 c6 thong bao chi tiét dén 16 hong CVE-2021-21985 trong
vSphere Client (HTML 5) mdt thanh phan ctia vCenter Server va Vmware Cloud
Foundation. L& hong phat sinh do 16i xac thuc thiéu kiém tra tham s6 dau vao trong
tinh nang cua Virtual SAN Health Check (tinh nang nay duoc bat mac dinh trong
vCenter Server). L3 hong nay thyc thi qua cong 443 (https), cho phép ke tan cong
thuc hién cac 1énh véi ddc quyén cao nhat trong hé thong va khong bi han ché bat ty
truy cap ndo ddi voi may chu cai hé diéu hanh vCenter Server. Theo danh gia cua
CVSSv3 murc d6 nguy hiém cua” CVE-202 V-21985 14 9.8 (dic biét nghiém trong).
bay 1a nguy co c6 thé gay thiét hai 16n dén cac hé théng clla mang cua cac co quan,
don vi dang str dung hé diéu hanh vCenter Server.

Il. Cac giai phap phong, tranh

Nham dam bao an toan thong tin cho hé théng thong tin ctia quy don vi, gop
phan bao dam an toan cho khong gian mang Viét Nam, S¢ Thong tin va Truyen
thong dé nghi cac so, ban, nganh, Uy ban nhan dan cac huyén, thanh phd trién khai
thuc hién cac giai phap sau:

1. Ra soat xac minh hé thdng c6 sir dung vCenter Server dé phat hién va xtr ly
kip thoi cac 16 hong bao mat.
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2. Cap nhat ban va hoic khic phuc 16 hong bao mat dong thoi thuong xuyén
thuc hién kiém tra danh gia, bao dam an toan thong tin.

3. Tang cuong theo ddi gidm sat hé théng ddng thoi thuong xuyén theo ddi
kénh canh bao ctia cac co quan chirc nang va cac to chirc chuyén vé an toan dé phat
hién kip thoi cac nguy co tin cong mang.

(C6 Phu luc théng tin vé 16 héng bdo mat trén san pham vCenter Server giri kém)

Tran trong./.

Noi nhgn: KT. GIAM bOC
- Nhu trén; PHO GIAM bOC
- Ban Gidm doc so (bao céo);

- Luu: VT, CNTT.
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PHU LUC

THONG TIN VE LO HONG BAO MAT TREN SAN PHAM

VCENTER SERVER

(Kém theo Cong vans6 47(/STTTT-CNTT ngay 14 /6/2021

cuia So Thong tin va Truyen thong)

STT| Mo ta N¢i dung
) - vCenter Server 6.5
CaC | _\Center Server 6.7
phien |~V enter Server 6.
1 | banbi | - vCenter Server 7.0
hl?:réﬂrllg - Cloud Foundation (vCenter Server) 3.x
- Cloud Foundation (vCenter Server) 4.x
Thong tin  vé ban v4a 16 hong theo duong  link:
https://www.vmware.com/security/advisories/\VVMSA-2021-0010.html
2 | Banva | Trong truong hop déc biét néu khong thé va ngay 1ap tire, quy co quan co thé
tat tinh nang Virtual San Health Check tai duong dan:
https://kb.vmware.com/s/articie/83829
Pé kiém tra hé théng bi tdn cong boi 16 hong CVE-2021-21985, 6 thé kiém
log trong cac thu muc theo dudng dan mic dinh:
] - vCenter Server 6.X va phién ban cao hon trén Windows server:
Céc
thee | © \ProgramData\VVMware\vCenterServer\Logs\
3 ki‘ém tra | - vCenter Server Appliance 6.x: /var/log/vmware/
dau vao

- vCenter Server Appliance 6.x flash: /var/log/vmware/vsphere-client
- vCenter Server Appliance 6.x HTMLS5: /var/log/vmware/vsphere-ui

hodc cau hinh cua ngudi dung c6 dau hiéu nhu sau:
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=> Ivdrlloglvnwarelvsphere -ui/logs/vsphere. client . virgo.log <==
[2021- GS -28T15:45:14.3912] [ERROR] http-nio-5090-exec-5 coa.vmware.vsan.client.services.ProxygenController
lservice method failed to invoke org.eclipse.virgo.kernel.osgi. framework. ExtendedClassNotFoundException: CLASS cannot be
ound by com.vmware.vsphere.client.h5vsan-6.7.0.20000-con.vaware.vsan.client.hS-vsan-service_6.5.9.11397991- storage-mail
KernelBundleClasstoader: [bundle=com.vaware.vsphere.client.hSvsan-6.7.9.2000@-com.voware.vsan.client.h5-vsan-
ervice 6.5.0.11397901-storage-main]
| at
org.eclipse.virgo.kernel.userregion. internal.equinox.KernelBundleClassloader.loadClass(KernelBundleClassLoader. java:150)
| at java.lang.ClasslLoader.loadClass(ClassLoader.java:357)
| at java.lang.Class.forName®(Native Method)
; at java.lang.Class.forName(Class.java:264)
| at com.veware.vsan.client.services.ProxygenController.invokeService(ProxygenController, java:69)
| at sun.reflect.GeneratedMethodAccessor532. invoke (Unknown Source)
at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:43)
at java.lang.reflect.Method.invoke(Method, java:498)
| at org.springframework.web.method.support.InvocableHandlerdethod . doInvoke (InvocableHandlerMethod. java: 205)
| at org.springframework.web.method.support.InvocableHandlerMethod.invokeForRequest (InvacableHandleriethod, java:l
| at F
org.springframework.web.servlet.mvc.method.annotation.ServletInvocableHandlerMethod. invokeAndHandle(ServlietInvocableHand
lethod. java:97) £
| at
org.springframework.web. servlet.mvc,method. annatation. RequestMappingHandlerAdapter. invokeHandlertethod(RequestMappingHan
Adapter.java:827)
| at
ra.:pr‘ngﬁ-mewark.ucb.:crvlct.arvc.ne:hod.nnnotation.chue>lHuppinghandlcrAdapter.haﬂdlelntcrnhl(Request(‘lappingﬂamdler}l
ter.java:738)
| at
-rg.spr*ngfrumtnork.web.scrvlet.mvc.nethod.AhstractnandlerHetbodAdaptcr.hdndle(AbstractNandleththodAddpter.jsvu:ﬂs)
| at org.springframework.web.servlet.DispatcherServlet.doDispatch(DispatcherServlet.java:967)
Jnt org.springframework.web.servlet.DispatcherServlet.doService(DispatcherServlet. java:901)
| at org.springframework.web.servlet,FrameworkServlet.processRequest(FrameworkServlet. java: 970)
|at org.springframework.web. servlet. FrameworkServlet.doPost(FrameworkServlet. java: 872)
|at javax.servlet.http.HttpServlet.service(HttpServlet, java:661)
|at org.springframework.web.servlet.FrameworkServlet.service(FrameworkServlet. java:846)
|at javax.servlet, http.HttpServlet.service(HttpServlet. java:742)
|at org.spache.catalina.core.Applicationfilterchain.internalDoFilter(ApplicationFilterChain. java:231)
|at org.apache.catalina,core.ApplicationfilterChain.doFilter(ApplicationFilterChain. ]ava 166)
{at org.apache.tomcat.websocket.server,WsFilter.doFilter (WsFilter.java:52)
|at org.spache.catalina.core.ApplicationfFilterChain. xnternBIDoFilter(Applxcatioanltcrchain.jdvn 193)
lat org.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterChain.java:166

|at com.veware,vise.security.SessionManagementFilter.doFilter(SessionManagementFilter.java:201)
|at org.apache.catalina.core.ApplicationFilterChain.internalDoFilter(ApplicationfilterChain.java:193)
|at org.apache.catalina.core.ApplicationfilterChain.doFilter(ApplicationFilterChain.java:166)
|at org.apache,catalina.core.Standardirappervalve. invoke(StandardWrapperValve. java:198)
.|at org.apache.catalina.core.StandardContextValve.invoke(StandardContextValve.java:96)
{nt org.apache.catalina.authenticator.AuthenticatorBase. invoke(AuthenticatorBase.java:493)
|at org.apache.catalina.core.StandardHostValve. invoke(StandardHostValve. java:140)
|at org.apache.catalina.valves,ErrorReportValve.invoke(ErrorReportValve.java:81)
|at org.apache.cstalina.valves.RemoteIpValve.invoke(RemoteIpValyve.java:685)
%at org.eclipse.virgo.web.toacat.support.ApplicationNaneTrackingValve. invoke(Appl1cat1onNameTrackxngValve.jdva'33
ot org.spache.catalina.valves.AbstractAccessLogValve. invoke(AbstractAccessLogValve, java:650)
iat org.apache.catalina.core,StandardEngineValve, invoke(StandardEngineValve. java:87)
at org.apache.catalina.connector.CoyoteAdapter.service(CoyoteAdapter. java:342) ¢
lpt org.apache.coyote.httpll.HttpllProcessor.service(Httpl1Processor.java:809)
;et org.apache.coyote.AbstractProcessorlight, process(AbstractProcessorLight, java: 66)
@t org.apache.coyote.AbstractProtocolfConnectionHandler.process(AbstractProtocol. java:800)
t org.apache.tomcat.util.net.NiocEndpoint$SocketProcessor.doRun(NiocEndpoint.java:1471)
t org.apache.tomcat.util.net.SocketProcessorBase.run(SocketProcessorBase.java:49)
tt java.util.concurrent.ThreadPoolExecutor.runorker(ThreadPoolExecutor, java:1149)
t java.util.concurrent.ThreadPoolExecutoriiWorker. run(ThreadPoolExecutor. java:624)
t org.apache.tomcat.util, threads.TaskThread$WrappingRunnable.run(TaskThread.java:61)
Bt java.lang.Thread,run(Thread. java:748) : o
Caused bx java.lang.ClassNotFoundException: CLASS cannot be found by com.veware.vsphere.client,hSvsan-6.7.0.20000-
com, veware.vsan. client.h5-vsan-service 6.5.09.11397901-storage-main ),
at org.eclipse.osgi.internal.loader,BupndleLoader. findClassInternal (Bundleloader.java: 501) 2
#t org.eclipse.osgi.internal.loader.Bundleloader.findClass(BundleLloader. java:421)
at org.eclipse.osgi.internal,loader.Bundleloader, findClass(BundleLoader. java:412) g
@t org.eclipse.osgi.internal.baseadaptor,DefaultClassioader. loadClass(DefaultClassioader, java:107)
at

' rg- ecllpse virgo.kernel.userregion.internal,equinox.KernelBundleClasstoader.loadClass (KernelBundleClassLoader, java: 146)

i.. 47 common frames omitted

Thong
tin g:hi
tiét

Thong tin chi tiét vé 16 hong ndy co tai cac duong link dudi day:

- https://www.vmware.com/security/advisories/VMSA-2021-0010. html
- https://blogs.vmware.com/vsphere/2021/05/vmsa-2021-0010.html

- https://core.vmware.com/resource/vmsa-2021-0010-faq.
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